Remote working is here to stay. A survey by Gartner
found that 82% of business leaders plan to allow
their employees to continue working from home after
the pandemic (at least part-time, and in some cases
full-time). Unfortunately, hackers have noticed this trend
as well and have stepped up their attacks on SMB
remote workers. The FBI has reported that the number
of complaints about cyberattacks to their Cyber Division
has risen to more than 4,000 a day, which represents a
400% increase from pre-pandemic levels.
In 2021, we expect hackers to continue their assault
on SMB remote workers. While all tactics will be in
play, we think eight in particular will be prevalent and
widespread: phishing, third party attacks, XSS attacks,
database hacks, endpoint attacks, ransomware, cryptojacking, and insider attacks carried out by disgruntled
employees (both former and current).

In August 2020, the results of a survey by the research and training firm SANS
revealed that there is a massive cybersecurity skills shortage, and that the majority of
job candidates do not grasp basic cybersecurity concepts, such as common exploitation techniques, computer architectures and virtualization, networking, programming,
and data and cryptography. The bad news is that the cybersecurity skills’ shortage is
expected to get even worse in 2021 for SMBs, which typically do not have the financial
resources to hire a full roster of in-house IT and InfoSec specialists.

To address this treat, SMBs should strongly consider implementing a Zero Trust architecture. The Zero Trust model
assumes breach and verifies each request as if it originated from an open (i.e. untrusted) network. Every access request
is fully authenticated, authorized, and encrypted, and lateral movement throughout the network is governed by the
Principle of Least Privilege (as described above).
When implemented properly, Zero Trust can be an effective defense against sophisticated attacks like the massive
Solorigate supply chain attack. Essentially, the motto of Zero Trust is “never trust, always verify.” By removing the
assumption of trust and authenticating every action and device, Zero Trust helps SMBs establish a more robust and
resilient security posture, while increasing efficiency and productivity.

