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Microsoft SQL Server Express on Linux is a free shared Remote Desktop
Manager data source option. It can be used as a replacement to local data

source types (XML, SQLite) or the recently deprecated MySQL/MariaDB data
sources.

Installing SQL Server Express on Linux

1. With your preferred terminal client, open an SSH session to the Linux server.

2. As the root user or a user with sudo privileges, import the GPG keys for Microsoft
repositories, which allow for the installation of the necessary software packages.

wget -gO- <https://packages.microsoft.com/keys/microsoft.asc> | apt-key add -

root@linuxsql:~# wget —-qO- https://packages.microsoft.com/keys/microsoft.asc | apt-key add -
OK

root@linuxsql:~#

Importing the GPG keys for the repository.

3. Next, add the Microsoft Package repository for Ubuntu 20.04, which is the server
environment in use for this tutorial.

add-apt-repository “$(wget -qO- https://packages.microsoft.com/config/ubuntu/20.04/mssql-serv-
er-2019.1list)"”

root@linuxsql:~# add-apt-repository "$(wget -qO- https://packages.microsoft.com/config/ubuntu/2e.04/mssql-server-2019.11
st

Get:1 https://packages.microsoft.com/ubuntu/20.04/mssql-server-2019 focal InRelease [106.4 kB]

Hit:2 http://azure.archive.ubuntu.com/ubuntu focal InRelease

Hit:3 http://azure.archive.ubuntu.com/ubuntu focal-updates InRelease

Hit:d4 http://azure.archive.ubuntu.com/ubuntu focal-backports InRelease

Get:5 https://packages.microsoft.com/ubuntu/20.04/mssql-server-2019 focal/main armhf Packages [1660 B]

Get:6 https://packages.microsoft.com/ubuntu/26.04/mssql-server-2019 focal/main armé4 Packages [166@ B]

Get:7

https:// packages.microsoft.com/ubuntu/26.04/mssql-server-2019 focal/main amdé6d Packages [16.9 kB]
Get:8 http:// s?rurut’y.uhuntu,ron/ubuntu focal-security InRelease [114 kB]

Fetched 138 kB in 1s (220 kB/s)

Reading package lists... Done

root@linuxsql:~#

Adding the Microsoft Software Package Repository.
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4. Retrieve the updated list of packages with apt-get update and install the mssql-server
package.

apt-get update

apt-get install -y mssgl-server

root@linuxsql:~# apt-get update

Hit:1 http://azure.archive.ubuntu.com/ubuntu focal InRelease

Hit:2 http://azure.archive.ubuntu.com/ubuntu focal-updates InRelease

Hit:3 http://azure.archive.ubuntu.com/ubuntu focal-backports InRelease

Hit:4 https://packages.microsoft.com/ubuntu/20.04/mssql-server-2019 focal InRelease
Get:5 http://security.ubuntu.com/ubuntu focal-security InRelease [114 KkB]

Fetched 114 kB in 1s (195 kB/s)

Reading package lists... Done

root@linuxsql:~# apt-get install -y mssql-server

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following additional packages will be installed:
gdb gdbserver libatomicl libbabeltracel libc+1 libc+1-10 libc+abil-10 libc6-dbg libccl-6
libsasl2-modules—-gssapi-mit libsss-nss-idmap®

Suggested packages:
gdb-doc clang

The following NEW packages will be installed:
gdb gdbserver libatomicl libbabeltracel libc++1 libc+-1-10 libc+abil-160 libc6-dbg libccl-0
libsasl2-modules-gssapi-mit libsss-nss-idmap® mssql-server

® upgraded, 12 newly installed, © to remove and © not upgraded.

Updating Packages and Installing Microsoft SQL Express.

5. Run the initial Microsoft SQL Express setup wizard to set the following:

1. Server Edition: 3 (Express)
2. Accept the License Terms: Y
3. Set SA SQL Server System Administrator Password: A strong password

/opt/mssql/bin/mssql-conf setup
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root@linuxsql:~# /opt/mssql/bin/mssql-conf setup
Choose an edition of SQL Server:
1) Evaluation (free, no production use rights, 186-day limit)
2) Developer (free, no production use rights)
3) Express (free)
4) web (PAID)
5) Standard (PAID)
6) Enterprise (PAID) - CPU Core utilization restricted to 20 physical/u® hyperthreaded
7) Enterprise Core (PAID) - CPU Core utilization up to Operating System Maximum
8) I bought a license through a retail sales channel and have a product key to enter.

Details about editions can be found at
https://go.microsoft.com/fwlink/?LinkId=21093u8&clcid=0x409

Use of PAID editions of this software requires separate licensing through a
Microsoft Volume Licensing program.

By choosing a PAID edition, you are verifying that you have the appropriate
number of licenses in place to install and run this software.

Enter your edition(1-8): 3

The license terms for this product can be found in
/usr/share/doc/mssql-server or downloaded from:
https://go.microsoft.com/fwlink/?LinkId=2104294&clcid=0x409

The privacy statement can be viewed at:
https://go.microsoft.com/fwlink/?LinkId=853010&clcid=0x409

Do you accept the license terms? [Yes/No]:Yes

Enter the SQL Server system administrator password:
Confirm the SQL Server system administrator password:

Initial Configuration of SQL Express.

6. Verify that Microsoft SQL Express has been correctly installed and is currently running,
with the below systemctl command.

systemctl status mssqgl-server --no-pager

root@linuxsql:~# systemctl status mssql-server --no-pager
® mssql-server.service - Microsoft SQL Server Database Engine
Loaded:
Active:
Docs:
Main PID: 11150 (sqlservr)
Tasks: 130
Memory: 581.3M
CGroup: /system.slice/mssql-server.service
}—11150 /opt/mssql/bin/sqlservr
11182 /opt/mssql/bin/sqlservr

: enabled)
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root@linuxsql:~#

Verifying that Microsoft SQL Express is correctly installed and running.




Install Microsoft SQL Tools, PowerShell, and PowerShell DbaTools

Not all of the below utilities may be needed in your setup, but can ease
management and troubleshooting in the future. In particular, the PowerShell
DbaTools module makes managing users and databases far more
convenient, as you will see later in this tutorial.

1. First, install the curl (command-line utility for making web requests) package and add the
general Microsoft package repository information.

apt install curl
curl https://packages.microsoft.com/config/ubuntu/20.04/prod.list | tee /etc/apt/sources.list.

d/msprod.list

root@linuxsql:~# apt install curl
Reading package lists... Done
Building dependency tree
Reading state information. Done
curl is already the newest version (7.68.6-1lubuntu2.7).
curl set to manually installed.
0 upgraded, 6 newly installed, 6 to remove and 8 not upgraded.
root@linuxsql:~# curl https://packages.microsoft.com/config/ubuntu/26.e4/prod.list | tee /etc/apt/sources.list.d/msprod.
list
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
1600 89 168 89 (¢] ;] 1271 B . e 2 e 2 e, 2 i BTN
deb [arch=amdé4,armhf,armeuy] https://packages.microsoft.com/ubuntu/20.04/prod focal main

Installing CURL and adding the general Microsoft package repository.

2. Next, install the MSSQL tools and unixODBC developer tools packages. You will be
prompted to accept the license terms for both tools.

apt-get update

apt-get install mssgl-tools unixodbc-dev
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root@linuxsql:~# apt-get update
Hit:1 https://packages.microsoft.com/ubuntu/20.0u4/mssql-server-2019 focal InRelease
https:// packages.microsoft.com/ubuntu/26.684/prod focal InRelease [16.5 kB]

Get:2

Hit:3 http://azure.archive.ubuntu.com/ubuntu focal InRelease

Get:4 http://azure.archive.ubuntu.com/ubuntu focal-updates InRelease [114 kB]

Get:5 http://azure.archive.ubuntu.com/ubuntu focal-backports InRelease [108 kB]

Get:6 http://security.ubuntu.com/ubuntu focal-security InRelease [114 KB]

Get:7 https://packages.microsoft.com/ubuntu/26.6U4/prod focal/main armGU Packages [20.6 kB]

Get:8 https://packages.microsoft.com/ubuntu/20.04/prod focal/main amdé4 Packages [132 kB]

Get:9 https://packages.microsoft.com/ubuntu/26.64/prod focal/main armhf Packages [17.4 kB]

Get:10 http://azure.archive.ubuntu.com/ubuntu focal-updates/main amdé4 Packages [1581 KkB]

Fetched 2098 kB in 1s (2428 kB/s)

Reading package lists ... Done

root@linuxsql:~# apt-get install mssql-tools unixodbc-dev

Reading package lists ... Done

Building dependency tree

Reading state information... Done

The following additional packages will be installed:
autoconf automake autotools-dev binutils binutils-common binutils-x86-64-linux-gnu cpp cpp-9 gcc gcc-9 gcc-9-base
libasan5 libbinutils libc-dev-bin libc6-dev libcrypt-dev libctf-nobfd® libctfé libgcc-9-dev libgompl libisl22
libitml liblsan® libltdl-dev libmpc3 libodbcl libquadmath® libtool libtsan® libubsanl linux-libc-dev m4 manpages-dev
msodbcsqll7 odbcinst odbcinstldebian2 unixodbc

Suggested packages:
autoconf-archive gnu-standards autoconf-doc gettext binutils-doc cpp-doc gcc-9-locales gcc-multilib make flex bison
gcc-doc gcc-9-multilib gcc-9-doc glibc-doc libtool-doc unixodbc-bin gfortran | fortran95-compiler gcj-jdk mu-doc

The following NEW packages will be installed:
autoconf automake autotools-dev binutils binutils-common binutils-x86-64-linux-gnu cpp cpp-9 gcc gcc-9 gcc-9-base
Libasan5 Libbinutils libc-dev-bin libe6-dev Lliberypt-dev Libetf-nobfd® Llibctf@ libgce-9-dev libgompl libisl22
libitml liblsane libltdl-dev libmpc3 libodbcl libquadmathe libtool libtsane libubsanl linux-libc-dev m4 manpages-dev
msodbcsql17 mssql-tools odbcinst odbcinstldebian2 unixodbc unixodbc-dev

© upgraded, 39 newly installed, © to remove and 2 not upgraded.

Need to get 34.6 MB of archives.

After this operation, 145 MB of additional disk space will be used.

Do you want to continue? [Y/n] Y

Installing MSSQL tools and the unixODBC developer tools.

{ Configuring msodbcsqll? |

The license terms for this product can be downloaded from https://aka.ms/odbcl7cula and found in
/usr/share/doc/msodbcsql17/LICENSE. txt.

By choosing 'Yes', you indicate that you accept the Llicense terms.
Do you accept the license terms?

Yes

Accepting the license terms for the unixODBC developer tools.

{ Configuring mssql-tools |

The license terms for this product can be downloaded from http://go.microsoft.com/fwlink/?LinkId=746949 and
found in /usr/share/doc/mssql-tools/LTCENSE.TXT.

By choosing 'Yes', you indicate that you accept the license terms.

Do you accept the license terms?

Accepting the license terms for the MSSQL tools.



3. Modify the Bash shell for both interactive and non-interactive sessions to add the MSSQL
tools in the path. The source ~/.bashrc command essentially reloads the session you are in to
utilize the path changes without a logging off and then back on.

echo ‘export PATH="$PATH:/opt/mssql-tools/bin”’ >> ~/.bash_profile
echo ‘export PATH="$PATH:/opt/mssql-tools/bin”’ >> ~/.bashrc

source ~/.bashrc

root@linuxsql:~# echo 'export PATH="$PATH:/opt/mssql-tools/bin"' >> ~/.bash_profile
root@linuxsql:~# echo 'export PATH="$PATH:/opt/mssql-tools/bin"' >> ~/.bashrc
root@linuxsql:~# source ~/.bashrc

root@linuxsql:~#

Adding the MSSQL tools to the path.

4. Before installing PowerShell, the wget (command-line web requests), apt-transport-https
(SSL secured APT package requests), and the software-properties-common (APT package
management scripts) packages must be installed. Next, download and install the dpkg con-
taining the necessary sources to install PowerShell.

apt-get install -y wget apt-transport-https software-properties-common

wget -q https://packages.microsoft.com/config/ubuntu/20.04/packages-microsoft-prod.deb
dpkg -i packages-microsoft-prod.deb

apt-get update

root@linuxsql:~# apt-get install -y wget apt-transport-https software-properties-common
Reading package lists... Done
Building dependency tree
Reading state information... Done
sofumrv—pruperlies—rnmmun is A'lm-mdy the newest version (0.99.9.8).
software-properties-common set to manually installed.
wget is already the newest version (1.20.3-1lubuntu2).
wget set to manually installed.
The following NEW packages will be installed:
apt-transport-https
© upgraded, 1 newly installed, © to remove and 2 not upgraded.
Need to get 4686 B of archives.
After this operation, 162 kB of additional disk space will be used.
Get:1 http://azure.archive.ubuntu.com/ubuntu focal-updates/universe amdeu apt-transport-https all 2.8.6 [u688 B]
Fetched 4680 B in 6s (39.1 kB/s)
Selecting previously unselected package apt-transport-https.
(Reading database ... 65227 files and directories currently installed.)
Preparing to unpack ... /apt-transport-https_2.6.6_all.deb
Unpacking apt-transport-https (2.0.6)
Setting up apt-transport-https (2.8.6)
root@linuxsql:~# wget —q https://packages.microsoft.com/config/ubuntu/20.04/packages-microsoft-prod.deb
root@linuxsqgl:~# dpkg —-i packages-microsoft-prod.deb
Selecting previously unselected package packages-microsoft-prod.
(Reading database ... 65231 files and directories currently installed.)
Preparing to unpack packages-microsoft-prod.deb
Unpacking packages-microsoft-prod (1.6-ubuntu20.64.1)
Setting up packages-microsoft-prod (1.0-ubuntu20.64.1)
root@linuxsql:~# apt-get update
Hit:1 http://azure.archive.ubuntu.com/ubuntu focal InRelease
Hit:2 http://azure.archive.ubuntu.com/ubuntu focal-updates InRelease
Hit:3 http://azure.archive.ubuntu.com/ubuntu focal-backports InRelease
Hit:4 https://packages.microsoft.com/ubuntu/20.04/mssql-server-2019 focal InRelease
Hit:5 https://packages.microsoft.com/ubuntu/26.e4/prod focal InRelease
Get:6 http://security.ubuntu.com/ubuntu focal-security InRelease [114 kB]
Fetched 114 kB in 1s (147 kB/s)
Reading package lists... Done

Installing the necessary prerequisite packages for PowerShell.
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B. Install the latest version of PowerShell which is 7.2.1 in this tutorial.

apt-get install -y powershell

root@linuxsql:~# apt-get install -y powershell
Reading package lists... Done
Building dependency tree
Reading state information ... Done
The following NEW packages will be installed:
powershell
© upgraded, 1 newly installed, © to remove and 2 not upgraded.
Need to get 69.7 MB of archives.
After this operation, 193 MB of additional disk space will be used.
Get:1 https://packages.microsoft.com/ubuntu/26.04/prod focal/main amdé4 powershell amdé4d 7.2.1-1.deb [69.7 MBE]
Fetched 69.7 MB in 1s (49.6 MB/s)
Selecting previously unselected package powershell
(Reading database ... 65239 files and directories currently installed.)
Preparing to unpack ... /powershell_7.2.1-1.deb_amd64.deb
unpacking powershell (7.2.1-1.deb)
Setting up powershell (7.2.1-1.deb)
Processing triggers for man-db (2.9.1-1)
root@linuxsql:~#

Installing PowerShell.

6. Launch PowerShell with the pwsh command to open a new session for module installation.

root@linuxsql:~# pwsh
PowerShell 7.2.1
Copyright (c) Microsoft Corporation.

https:// aka.ms/powershell
Type 'help' to get help.

PS /root>

Launch the PowerShell session.

7. Install the dbatools module with the Install-Module command. Accept the installation from
the PSGallery either every time with A or one time with Y.

Install-Module dbatools

PS /root> Install-Module dbatools

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this repository, change its
InstallationPolicy value by running the Set-PSRepository cmdlet. Are you sure you want to install the modules from
'PSGallery'?

[Y] ves [A] Yes to A1l [N] No [L] No to A1l [S] Suspend [?] Help (default is "N"): A

PS /root> I

Installing the dbatools module.
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Opening up the SQL Networking Port in Azure Networking

In this tutorial, the Linux server is hosted in Azure therefore it is necessary
to open the SQL ports, 1433, for clients to connect to. This will be similar for
other systems, either internal on a server via UFW or IPTables, or any other
firewall products.

1. Navigate to the Networking section for the Linux SQL box and choose to add a new
Inbound Port Rule.

Virtual machines @ linuxsql | Networking

(- -

@ Network Intertace: limasalds)
tua net: t te P 1721609  Accelerated networkng Disabled

- = g @ Netwark security g stached to petwerk intertace VT
o .
b Nare . Proes Dettinascn Actice

2. Add the port exemption with the following values, or changed to be appropriate for your
environment.

1. Source: Service Tag - Predefined lists of sources.

2. Source service tag: VirtualNetwork - Internal Azure networks, instead of
opening to the general internet.

3. Source port ranges: * - Allow any incoming port requests.

P

Destination: Any - As this rule only applies to this single server, all traffic is
directed to that system only.

Service: MS SQL - This allows only port 1433 on the destination.
Action: Allow (allow the traffic)
Priority: 310 - Decides in what order to evaluate the rules.

© N o u

Name: MSSQL - A descriptive name.
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& Add inbound security rule

linuxsgl-nsg

Source O

| Service Tag

Source service tag * (O

| VirtualNetwork

Source port ranges * ©

Destination ©

‘ Any

Service (O

| ms saL

Destination port ranges O

Action

PNE
\low
(®) Allow

O Deny

Configuring the properties of the inbound security rule.

Priority * @

310

Name *

| MSSQL

Description

Configuring the priority and name of the SQL.
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3. Finally, verify that the MSSQL port exemption was added in the network security group for
the Linux server.

Outbound port rules Application security groups Load balancing

Inbound port rules

-n3q (attached 1o network interface: inuxsgl361)
Priority Name Port Protocol source Destination Action
b SSH Fl Any Any O Allow
MsSsQL 1433 ce VirtualNetwork Any © Allow
65000 Any Any VirtualNetwork VirtualNetwork © Allow
65001 LosdBalancer . A Ar AzureLoadBalancer Any © Allow
65500 An Any An Any © Den

Verifying that the port rule was added correctly.

Add the Microsoft SQL Server Data Source to RDM

With the MSSQL configured, you now have an empty database. The easiest

way to configure this database for use with RDM is through the RDM client
itself.

1. In RDM, navigate to File » Data Sources » Add New » Microsoft SQL Server.

@ Remote Desktop Manager - Add New Data Source

% Add New Data Source

Data Sources

Enter te» Find
& Individual
"‘ Devolutions Online Drive Devolutions Password Hub Personal
% Team & (ﬂ
@ @ Dropbox \ Google Drive
= =
m SQLite '4_. XML
Team
g% Devolutions Password Hub Business @ Devolutions Server
med Microsoft Azure SQL j?.’l’ Microsoft SQL Server
LE
Show deprecated data source types OK Cancel

Adding the Microsoft SQL Server data source.
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2, Enter in the following values to configure the connection for the MSSQL server, once
completed click Test Host to verify that the connection works, but do not click OK to save the
connection yet, continue to the next step.

1. Name: SQL Server
1. Type: Microsoft SQL Server

2. Host: <DNS or IP Address of Server>
3. Login Mode: Database login

4. Username: sa

5. Password: <Account Password>

(W) Remote Desktop Manager - Microsoft SQL Server

% Microsoft SQL Server

General Settings User Vault | Upgrade VPN Advanced

)

A% Name SQL Server Microsoft SQL Server v
Host 172.16.0.9
Login mode Database login v
Username sa
PaSS'/\'Ord ....................l

Always ask password

Allow change username
Database
Test Host
Two factor None
Test Database v
N A 2

ID  65750F11-5E9C-4C27-88D3-160D5F491BF2 OK Cancel

Configuring the connection.

Remote Desktop Manager X
o Connection successful

Testing the host connection.
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3. Navigate to the Upgrade tab to create the database.

(W} Remote Desktop Manager - Microsoft SQL Server

:’9.. Microsoft SQL Server

—

General Settings User Vault Upgrade VPN Advanced

Test Host
Create Database
Update Database
Validate Database
Test Database
Email Schema to Support
View Upgrade Script

ID  65750F11-5E9C-4C27-88D3-160D5F491BF2

Creating the database from the Upgrade tab.

13-

OK Cancel

1. Click the Create Database button and enter a name, Devolutions is used in

this tutorial.

(M) Remote Desktop Manager - SQL Server

SQL Server

Database name | Devolutions|

OK

Entering the database name.
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2. Next, choose the settings for the database (here the defaults are used), and
click OK to move on to initializing the data source.

(M) Remote Desktop Manager - Create database

@ Create database

v | Create vault with restricted access by default:

Allow templates (local)

Allow local password templates
Allow sub connections

Allow virtual folders

Use legacy security

/| Enable compromised password (pwned) check by default

OK Cancel

Choosing the default settings for the database.

3. When prompted, choose Automatic for version management, and if success-
ful, the following message stating that: “Database creation successful”.

Remote Desktop Manager X

{.} Your database upgrade was successful. Do you want to configure version management
3 for this version?

— Automatic

—> No

Cancel

Choosing to automatically version the database.
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Remote Desktop Manager X

o Database creation successful

Verifying that the database was created successfully.

4. Once done, it is time to validate the settings and save the database.

1. On the General tab, click the Test Database button.

Remote Desktop Manager X

o Connection to the database successful

Testing the database connection.

2. Next, click the Validate Database button, to verify that the structure is as
expected.

Remote Desktop Manager X

o Your database passed basic validation. If issues persist, please contact support.

Testing the database validation.
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3. Finally, click OK to save the Data Source connection.

(W) Remote Desktop Manager - Microsoft SQL Server

@ Microsoft SQL Server

—

General Settings User Vault | Upgrade VPN Advanced

/‘" - Name SQL Server Microsoft SQL Server v
Host 172.16.0.9
Login mode Database login v
Username sa
Password ' '

Always ask password

Allow change username

Database Devolutions
Two factor None Test Host
Test Database v
ID  65750F11-5E9C-4C27-88D3-160D5F491BF2 Cancel

Saving the Data Source connection.

Modifying SQL Login User

Instead of leaving the superuser, sa, account as the primary authentication
account for the data source connection, it is best to create a specific user.
For this, you can use the PowerShell module DbaTools on the Linux SQL
Server box.

1. Open a PowerShell session by entering pwsh on the Bash command line. Next, Import the
DbaTools module via the following command.

Import-Module DbaTools

PS /root> Import-Module DbaTools
PS /root>

Importing the DbaTools command.
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2. Next, create a credential object, using the sa account, to the SQL Express instance
listening on localhost. Use the Connect-Dbalnstance to create a connection to the MS SQL
server, and verify the connection by displaying the $SQLServer variable on the command
line.

$Credentials Get-Credential -UserName ‘sa’
$SQLServer Connect-DbaInstance -SglInstance ‘localhost’ -SglCredential $Credentials
$SQLServer

PS /root> $Credentials Get-Credential

PowerShell credential request
Enter your credentials.
Password for uSer sa: *%xkxkkkkkkkkkkkkkkkkk

PS /root> $SQLServer Connect-DbaInstance $Credentials
PS /root> $SQLServer

ComputeriName Name Product Version HostPlatform IsAzure IsClustered ConnectedAs

localhost linuxsql Microsoft SQL Server 15.0.4198 Linux False False

PS /root>

Connecting to the MS SQL server.

3. Next, save the credentials for a new SQL login with the name of devolutions and a secure
password. Finally, create the login via New-Dbalogin passing in the necessary variables as
shown below.

$SQLCredential = Get-Credential -UserName ‘devolutions’
New-DbaLogin -SQLInstance $SQLServer -Login $SQLCredential.UserName -SecurePassword
$SQLCredential .Password

PS /root> $SQLCredential Get-Credential

PowerShell credential request
Enter your credentials.
Password for user devolutions: *akxkxkakkkkkkkkkAkkk

PS /root> New-DbaLogin $sQLServer $sSQLCredential.UserName $SQLCredential.Password

ComputerName : localhost
InstanceName ¢ MSSQLSERVER
SqlInstance : linuxsql
Name : devolutions
LoginType : SqlLogin
CreateDate : 02/18/2022 20:52:51
LastLogin

HasAccess ¢ True
IsLocked : False
IsDisabled ! False
MustChangePassword : False

Creating a new SQL Login.
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4. Next, you must create a specific Database User from the previously created SQL login with
the New-DbaDbUser command.

New-DbaDbUser -SglInstance $SQLServer -Database ‘devolutions’ -Login ‘devolutions’

PS /root> New-DbaDbUser $SQLServer

ComputeriName : localhost
InstanceName : MSSQLSERVER
SqlInstance : linuxsql

DEYELE : Devolutions
CreateDate : 02/18/2022 21:04:12
DateLastModified : 02/18/2022 21:04:12
Name : devolutions

Login : devolutions
LoginType : SqlLogin
AuthenticationType : Instance

State : Existing
HasDbAccess : True

DefaultSchema : dbo

Creating a Database user from the SQL login.

5. Add the db_owner role to the devolutions user with the Add-DbaDbRoleMember
command.

Add-DbaDbRoleMember -SglInstance $SQLServer -Database ‘devolutions’ -Role ‘db_owner’ -User

‘devolutions’

PS /root> Add-DbaDbRoleMember $SQLServer

Confirm

Are you sure you want to perform this action?

Performing the operation "Adding User devolutions to role: [db_owner] in database [Devolutions]" on target
"[linuxsql]".

[¥Y]l vyes [A] ves to A1l [N] No [L] No to A1l [S] Suspend [?] Help (default is "vy"): Y

Adding the db_owner role to the Devolutions user.

6. Add the MSSQL server role securityadmin, which, in conjunction with database owner
rights, allows the account the ability to GRANT, DENY, or REVOKE server-level and data-
base-level permissions.

Add-DbaServerRoleMember -SglInstance $SQLServer -ServerRole ‘securityadmin’ -Login

‘devolutions’

PS /root> Add-DbaServerRoleMember $sSQLServer

Confirm

Are you sure you want to perform this action?

Performing the operation "Adding login devolutions to server-level role: [securityadmin]" on target "[linuxsql]".
[¥] vyes [A] ves to A11 [N] No [L] No to A1l [S] Suspend [?] Help (default is "y"): A

Granting the securityadmin role to the devolutions user.
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7. In the RDM client, navigate to the MS SQL Server Data Source, click the Edit button, change
the username and password to the user that was just created, and click Test Database.

LiJ Remote Desktop Manager - Microsoft SQL Server

,/r.f;" Name
== o Connection to the database successful

Host

Login mode

Username devolutions

PaSS'NOrd 0000000000000 0000000
Always ask password
Allow change username

Database Devolutions

Two factor None

ID  65750F11-5E9C-4C27-88D3-160D5F491BF2

Modifying the user used for the Data Source connection.
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Adding a New User

What if you need to add a new limited user with access to the MSSQL data
source? Utilize the built-in administrative capabilities of the RDM client.

1. Switch to the MSSQL Data Source and navigate to Administration » Users.

- 4+ £ | O, Quick Connect .

File Home Edit View Administration Tools Window Help O Searchin Ribbon
&

¢ DR E 2 Im® €S

Users User Groups Vaults Licenses Reports Administration Deleted Vault System System Security
Logs Entries Settings Settings Permissions Provider

Management Reports Settings

Accessing the Users administrative tool.

2. Click the + (plus) sign to add a new user.

(W) Remote Desktop Manager - User and Security Management

@ User and Security Management

Management 4+ @ & X wW £ @ | E B | O Fiter L0

devolutions
q" User Groups B

[5) Vaults

@& Licenses

sa

Adding a new user.
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3. Enter in the following details, and click OK to save the user.

1. Authentication Type: Database
2. Username: testlimiteduser

3. Password: <Strong Password>
4. User Type: User

5. User License Type: Default

@ Remote Desktop Manager - User Management

a User Management

General
General

User Groups D 16BDCB 1B-CC5D-44C6-A958-3C50FD845403
Application Access Authentication type Database -
Settings Username limitedtestuser Integrated security
Information v Password ssssssse ® (z) | Create database login/user
User type :User i
User license type Default -

User must change password at next logon

Information
First name Last name

Email

OK Cancel

Entering the new user details.
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4. Verify that the user now shows in the User list.

(W) Remote Desktop Manager - User and Security Management

@ User and Security Management

Management 4+ @ ¢ X wi £ g P E B O CFilter 00
1§ User Groups El  devolutions
[0 limitedtestuser
@Vaults
sa
@ Licenses

Close

Verifying that the new user exists.
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