


Microsoft SQL Server Express on Linux is a free shared Remote Desktop  
Manager data source option. It can be used as a replacement to local data 
source types (XML, SQLite) or the recently deprecated MySQL/MariaDB data 
sources.
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Installing SQL Server Express on Linux

1. With your preferred terminal client, open an SSH session to the Linux server.

2. As the root user or a user with sudo privileges, import the GPG keys for Microsoft  
repositories, which allow for the installation of the necessary software packages.

Importing the GPG keys for the repository.

3. Next, add the Microsoft Package repository for Ubuntu 20.04, which is the server  
environment in use for this tutorial.

Adding the Microsoft Software Package Repository.
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4. Retrieve the updated list of packages with apt-get update and install the mssql-server 
package.

Updating Packages and Installing Microsoft SQL Express.

5. Run the initial Microsoft SQL Express setup wizard to set the following:

	 1.   Server Edition: 3 (Express)
	 2.  Accept the License Terms: Y
	 3.  Set SA SQL Server System Administrator Password: A strong password
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Initial Configuration of SQL Express.

6. Verify that Microsoft SQL Express has been correctly installed and is currently running, 
with the below systemctl command.

Verifying that Microsoft SQL Express is correctly installed and running.
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Install Microsoft SQL Tools, PowerShell, and PowerShell DbaTools

Not all of the below utilities may be needed in your setup, but can ease  
management and troubleshooting in the future. In particular, the PowerShell 
DbaTools module makes managing users and databases far more  
convenient, as you will see later in this tutorial.

1. First, install the curl (command-line utility for making web requests) package and add the 
general Microsoft package repository information.

Installing CURL and adding the general Microsoft package repository.

2. Next, install the MSSQL tools and unixODBC developer tools packages. You will be  
prompted to accept the license terms for both tools.

https://dbatools.io
https://dbatools.io
https://curl.se
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Installing MSSQL tools and the unixODBC developer tools.

Accepting the license terms for the unixODBC developer tools.

Accepting the license terms for the MSSQL tools.
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3. Modify the Bash shell for both interactive and non-interactive sessions to add the MSSQL 
tools in the path. The source ~/.bashrc command essentially reloads the session you are in to 
utilize the path changes without a logging off and then back on.

Adding the MSSQL tools to the path.

4. Before installing PowerShell, the wget (command-line web requests), apt-transport-https 
(SSL secured APT package requests), and the software-properties-common (APT package 
management scripts) packages must be installed. Next, download and install the dpkg con-
taining the necessary sources to install PowerShell.

Installing the necessary prerequisite packages for PowerShell.
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5. Install the latest version of PowerShell which is 7.2.1 in this tutorial.

Installing PowerShell.

6. Launch PowerShell with the pwsh command to open a new session for module installation.

Launch the PowerShell session.

7. Install the dbatools module with the Install-Module command. Accept the installation from 
the PSGallery either every time with A or one time with Y.

Installing the dbatools module.
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Opening up the SQL Networking Port in Azure Networking

In this tutorial, the Linux server is hosted in Azure therefore it is necessary 
to open the SQL ports, 1433, for clients to connect to. This will be similar for 
other systems, either internal on a server via UFW or IPTables, or any other 
firewall products.

1. Navigate to the Networking section for the Linux SQL box and choose to add a new  
Inbound Port Rule.

2. Add the port exemption with the following values, or changed to be appropriate for your 
environment.

1.	 Source: Service Tag - Predefined lists of sources.
2.	 Source service tag: VirtualNetwork - Internal Azure networks, instead of 

opening to the general internet.
3.	 Source port ranges: * - Allow any incoming port requests.
4.	 Destination: Any - As this rule only applies to this single server, all traffic is 

directed to that system only.
5.	 Service: MS SQL - This allows only port 1433 on the destination.
6.	 Action: Allow (allow the traffic)
7.	 Priority: 310 - Decides in what order to evaluate the rules.
8.	 Name: MSSQL - A descriptive name.
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Configuring the properties of the inbound security rule.

Configuring the priority and name of the SQL.
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Add the Microsoft SQL Server Data Source to RDM

With the MSSQL configured, you now have an empty database. The easiest 
way to configure this database for use with RDM is through the RDM client 
itself.

3. Finally, verify that the MSSQL port exemption was added in the network security group for 
the Linux server.

Verifying that the port rule was added correctly.

1. In RDM, navigate to File → Data Sources → Add New → Microsoft SQL Server.

Adding the Microsoft SQL Server data source.
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2. Enter in the following values to configure the connection for the MSSQL server, once  
completed click Test Host to verify that the connection works, but do not click OK to save the 
connection yet, continue to the next step.

1.	 Name: SQL Server  
1.	 Type: Microsoft SQL Server

2.	 Host: <DNS or IP Address of Server>
3.	 Login Mode: Database login
4.	 Username: sa
5.	 Password: <Account Password>

Configuring the connection.

Testing the host connection.



13 -   How to set up RDM Enterprise with a SQL Express Data Source on Linux

3. Navigate to the Upgrade tab to create the database.

Creating the database from the Upgrade tab.

1.	 Click the Create Database button and enter a name, Devolutions is used in 
this tutorial.

Entering the database name.
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2.	 Next, choose the settings for the database (here the defaults are used), and 
click OK to move on to initializing the data source.

3.	 When prompted, choose Automatic for version management, and if success-
ful, the following message stating that: “Database creation successful”.

Choosing the default settings for the database.

Choosing to automatically version the database.
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Verifying that the database was created successfully.

4. Once done, it is time to validate the settings and save the database.

1.	 On the General tab, click the Test Database button.

Testing the database connection.

2.	 Next, click the Validate Database button, to verify that the structure is as  
expected.

Testing the database validation.
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3.	 Finally, click OK to save the Data Source connection.

Saving the Data Source connection.

Modifying SQL Login User

Instead of leaving the superuser, sa, account as the primary authentication 
account for the data source connection, it is best to create a specific user. 
For this, you can use the PowerShell module DbaTools on the Linux SQL 
Server box.

1. Open a PowerShell session by entering pwsh on the Bash command line. Next, Import the 
DbaTools module via the following command.

Importing the DbaTools command.
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2. Next, create a credential object, using the sa account, to the SQL Express instance  
listening on localhost. Use the Connect-DbaInstance to create a connection to the MS SQL 
server, and verify the connection by displaying the $SQLServer variable on the command 
line.

Connecting to the MS SQL server.

3. Next, save the credentials for a new SQL login with the name of devolutions and a secure 
password. Finally, create the login via New-DbaLogin passing in the necessary variables as 
shown below.

Creating a new SQL Login.
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4. Next, you must create a specific Database User from the previously created SQL login with 
the New-DbaDbUser command.

Creating a Database user from the SQL login.

5. Add the db_owner role to the devolutions user with the Add-DbaDbRoleMember  
command.

Adding the db_owner role to the Devolutions user.

6. Add the MSSQL server role securityadmin, which, in conjunction with database owner 
rights, allows the account the ability to GRANT, DENY, or REVOKE server-level and data-
base-level permissions.

Granting the securityadmin role to the devolutions user.
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7. In the RDM client, navigate to the MS SQL Server Data Source, click the Edit button, change 
the username and password to the user that was just created, and click Test Database.

Modifying the user used for the Data Source connection.
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Accessing the Users administrative tool.

2. Click the + (plus) sign to add a new user.

Adding a new user.

Adding a New User

What if you need to add a new limited user with access to the MSSQL data 
source? Utilize the built-in administrative capabilities of the RDM client.

1. Switch to the MSSQL Data Source and navigate to Administration → Users.
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3. Enter in the following details, and click OK to save the user.

1.	 Authentication Type: Database
2.	 Username: testlimiteduser
3.	 Password: <Strong Password>
4.	 User Type: User
5.	 User License Type: Default

Entering the new user details.
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4. Verify that the user now shows in the User list.

Verifying that the new user exists.


