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Benefits

- Easy-to-use cloud-based password
management solution for team
environments.

- Implement best password practices
and control password behavior across
the organization.

- Generate detailed reports for compliance,
governance and auditing purposes.

- Password management features that
capture, store and fill credentials for
any web-based login.

- Launch remote connections to servers,
websites and applications directly from
the Devolutions Hub Business platform.

- Increase users’'and IT satisfaction due
to ease of use and simple deployment.

- Eliminate password fatigue and
security lapses.

Specifications

Security

« XChaCha20Poly1305 encryption

- Hosted with Microsoft Azure

- Breach verification setting for masterkey

Client Application
Entries are managed directly from the
web interface.

Cross-Platform
Desktop and mobile applications
available.

ENTERPRISE PASSWORD
MANAGEMENT SOLUTION

OVERVIEW

In order to reduce the growing risks posed by insider threats and data
breaches - and also to meet increasingly stringent audit and
compliance requirements - organizations need to control and monitor
sensitive information and privileged access. Yet at the same time,
organizations need to strike a balance between keeping critical assets
secure and enabling users to be productive and efficient.
Devolutions Hub Business delivers the best of both worlds: robust
enterprise-grade password management security, with an intuitive
and optimized user experience.

Controlled by IT pros and loved by business users, Devolutions Hub
Business is a secure and cloud-based password manager for teams. It
empowers your organization to easily and securely vault and manage
business-user passwords, along with other sensitive information,
through a user-friendly web interface that can be quickly, easily and
securely accessed via any browser. Simply put, Devolutions Hub
Business is the perfect balance of security and usability.
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FEATURES

High Defense Against Intrusion

Passwords are the keys to the IT kingdom and as such
should be protected with the highest level of security
and protection. With the proliferation of the number
of passwords used, bad practices, such as reusing the
same password for multiple accounts or storing
passwords in an unsecured spreadsheet, are more
and more common. These practices may lead to
unauthorized users gaining access to privileged
accounts, which could cause irreparable damage
to your organization's reputation. Devolutions Hub
Business helps organizations increase their defense
system and protect data against such threats.

« Apply two-factor authentication to add an
additional layer of protection to accounts, thereby
strengthening security while ensuring that only
authorized users have access to privileged assets.

« Avoid mishandling of sensitive passwords by storing
all passwords of each department under a centralized
repository to help consolidate account credentials in
one single place.

« Reduce access-related risks by sharing data on a
need-to-know basis using a comprehensive
role-based access control system, which allows for
the creation of a granular protection system.

« Maintain accountability and security while sharing
access with authorized users by allowing them to
access an account without being able to see any login
information.

« Security and privacy are non-negotiable, which is why
Devolutions Hub Business provides each organization
with its very own cloud-hosted database to keep all
information securely stored in a private infrastructure.

User Enroliment

Employee adoption is vital to any organization's
security health. To ensure that business users enroll
in password management best practices, we have to
empower them with simple and intuitive tools that will
help users handle basic password management tasks
on their own. Without those features, business users
will continue to use bad password management
habits, make expensive support calls, and prevent
your organization from realizing a high return on
investment.

« Password Generator - Business users can automatically
generate better, stronger and unique passwords, thus
increasing their security and decreasing huge points
of risk for the organization.

« User Vault - Each useris provided their very own user
vault, which is a user-specific compartment that
stores business user credentials and passwords only
they can access. Admins can monitor password reuse
and requlate data in a shared vault without compro-
mising the privacy of the private vault. It also helps
increase security by consolidating credentials in
Devolutions Hub Business instead of having business
users rely on less secure tools to manage their
personal passwords at work.

« Intuitive User Interface - The clean and simple user
interface makes it easy for business users to find what
they need, when they need it.

« Increase Business User Productivity - Provide your
users with easy-to-use tools like credential injection
and automatic web login. These tools will not only
increase your business user productivity by saving
them time, but it will help alleviate the burden of
managing end-user passwords for sysadmins.

« Access Anytime, Anywhere - Devolutions Hub
Business, being a cloud-based solution, is always
connected, synchronized and shared in real time with
each user, so they can access the passwords they
need anytime, anywhere.
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Companion Tools

Toincrease functionality, efficiency and performance,
Devolutions Hub Business can be enhanced by
companion tools:

« Workspace browser extention: enables users to
automatically connect to websites without having to
remember passwords. This extension browser is the
main tool used to quickly access websites.

«  Workspace Desktop and Mobile APP: Access your
data in simplifies and streamlines applications. It's the
perfect companion tool for those who use our solutions.

« Devolutions Launcher, which is available for
Windows, allows users to automatically launch remote
connections to servers and applications directly from
Devolutions Hub Business. The security of your
organization will never be compromised, since all
account information is transmitted directly from the
password vault into the remote session via
Devolutions Launcher’s secure API, keeping attuned
to the latest military-grade security standards.

* Devolutions Launcher requires a license per user and
is sold separately.

Enforce Organizational Standards

Devolutions Hub Business is designed to keep
systems safe from external cyber criminals and insider
threats, and to accommodate the widest range of
organizational requirements and data security
standards. In addition, Devolutions Hub Business
helps evaluate your organization’s security strategy,
ensuring that passwords conform to standards for
length, composition, and password history with
comprehensive reports.

« Activity Logs: Navigate through detailed access logs
to keep track of all privileged user activity.

« Administration Logs: The administration logs keep
track of administration level activities, such as added,
modified or deleted vaults and users.

« Deleted Entries Reports: Generate reports that list
every deleted entry in the vault you are currently
browsing from. It is possible to restore a deleted entry
from those reports.

« Password Analyser: Generate a liste of password use
with strenth value, occurency rate and HavelBeenP-
wned check.

Unified Control for IT Professionals

Regardless of the entry point, IT visibility into the
organization is critical for security. Devolutions Hub
Business is designed to make life easy and efficient
for business users, while being fully managed and
controlled by IT professionals, enabling them to grant
right access to the right people at the right time.

« Total Access Control - Administrators can quickly and
easily grant, change or restrict access for any user.

« Add, Modify and Remove Users - Administrators have
the power to add, modify and remove users based on
changing needs and policies.

« Intuitive Admin View and Tools - The intuitive
Administrator View and related tools are designed to
help IT professionals get more done in less time.

Devolutions Hub Business Subscriptions

Devolutions Hub Business subscription packages
include access to Devolutions Hub Business, unlimited
storage in the cloud, and access with Workspace
App. and browser extention .
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ABOUT
DEVOLUTIONS

Devolutions is a global software company that helps organizations
worldwide control the IT chaos by maximizing security through
highly-secured password management solutions, remote connec-
tion solutions and privileged access management solutions. Since
2010, Devolutions has been a leading security partner with more
than 800,000 users spread across 140 countries.

Its clientele includes such world-renowned companies as SpaceX,
Shell, Loto-Québec, Walt Disney, NASDAQ, Dell, Sony, Microsoft,
Pfizer, Airbnb and NASA.

@lutions ‘ WHERE IT

MEETS SECURITY

For more information, please visit us at https://devolutions.net



